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   Abstract— In this project a design of a high throughput crypto devices based on AES algorithm has been presented. The 

bus width of the architecture is 128 bit. For the 128 bit input 128 bit key is used. The plain text and the key are used as a 

inputs. Sub Bytes method has been implemented using both composite field method and fixed Rom for further analysis and 

comparison of performance. By using S-box and key expansion the throughput has been achieved in the range of Gbps. To 

obtain a high speed pipelining method has been used in this design. The pipelined architecture of the AES algorithm is 

proposed in order to increase the throughput of the algorithm. The key schedule algorithm of the AES encryption to get the 

speedup. All the methods have been discussed with a proper screen shots. 

 
Index Terms— RIP (Routing Information Protocol), OSPF (Open Shortest Path First), IGRP (Interior Gateway 

Protocol), Interior Gateway Protocol (IGP) 

I. INTRODUCTION 

AES is short for Advanced Encryption Standard and is a United States encryption standard defined in Federal 

Information Processing Standard (FIPS) 192. AES is the most recent of the four current algorithms approved for 

federal us in the United States.  The Advanced Encryption Standard (AES) is a algorithm used to encrypt and 

decrypt data for the purposes of protecting the data when it is transmitted electronically.   AES is a symmetric 

encryption algorithm processing data in block of 128 bits. AES is symmetric since the same key is used for 

encryption and the reverse transformation, decryption. The only secret necessary to keep for security is the key. 

AES may configured to use different key-lengths, the standard define 3 lengths and the resulting algorithms are 

named AES-128, AES-192 and AES-256 respectively to indicate the length in bits of the key. The older standard, 

Data Encryption Standard. DES is up to 56 bits only. To overcome the disadvantages of the DES algorithm, the    

new standard is AES   algorithm.    This standard explicitly defines the allowed values for the key length (Nk), 

block size (Nb), and number of rounds (Nr). Basically the Advanced Encryption Standard (AES) has four blocks. 

By adding the 128 bit key with 128 bit input plain text is converting into the 128 bit cipher text. The AES algorithm 

has 10 rounds for a cycle for every round different keys are produced. To obtain a high throughput in a speed of 

Gbps, pipelining concept introduced in AES algorithm.  

 

II. CRYPTOGRAPHY 

Secrecy is at the heart of cryptography. Encryption is a practical means to achieve information secrecy. Modern 

encryption techniques are mathematical transformations (algorithms ) with treat messages as numbers or algebraic 

elements in space and transform them between a region of  “ meaning full messages” and region of “ unintelligible 

messages “.A message in meaning full region and input to an encryption algorithm is called clear text and 

unintelligible output from the encryption algorithm is called cipher text. It disregard the intelligible of a message 

then a message input to an encryption algorithm is conventionally called plaintext which may or may not be  

Intelligible for example, a plain text message can be random nonce or a cipher text message; seen such case in some 

protocols therefore plaintext and cipher text are a pair of respective notions: the former refer to messages input to, 

and the letter, output, an encryption algorithm. 

 

III. ALGORITHM 

The principle design of Advanced Encryption Standard (AES) is based on substitution permutation network, which 

can take a block of the plaintext and the key as inputs. AES consists of four separate blocks which are repeated for 

10 rounds by applying the inputs in several alternative layers to produce the cipher text block. For the first nine 

rounds all four blocks are repeated but for the final round the Mix Columns block is excluded. Fig 1 shows the basic 

building block of the AES core which contains four separated blocks, Sub Bytes, ShiftRows, Mix Columns and 
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AddRoundKey. There is a 32-bit pipelining register in between each of these blocks. This full block is repeated ten 

times in the AES core to get the whole result. 

 
Fig 1.  Block Diagram of AES Algorithm 

 

IV. SPECIFICATION 

For the AES algorithm, the length of the input block, the output block and the State is 128 bits. This is represented 

by Nb = 4, which reflects the number of 32-bit words (number of columns) in the State. An implementation of the 

AES algorithm shall support at least one of the three key lengths: 128, 192, or 256 bits (i.e., Nk = 4, 6, or 8, 

respectively). Implementations may optionally support two or three key lengths, which may promote the 

interoperability of algorithm implementations. For the AES algorithm, the length of the Cipher Key, K, is 128, 192 

or 256 bits. The key length is represented by Nk = 4, 6, or 8which reflects the number of 32-bit words (number of 

columns) in the Cipher Key. For the AES algorithm, the number of rounds to be performed during the execution of 

the algorithm is dependent on the key size. The number of rounds is represented by Nr, where Nr = 10 when Nk = 

4, Nr = 12 when Nk = 6, and Nr = 14 when Nk = 8. The only Key-Block-Round combinations that conform to this 

standard are given in Table.  
Table 1.  Key-Block-Round Combinations 

 

 

 

 

 

 

 

 

 

 For both its “Cipher and Inverse Cipher, the AES algorithm uses a round function that is composed of four 

different byte-oriented transformations: 

1. Byte substitution using a substitution table(S –box) 

2. Shifting rows of the State array by different offsets 

3. Mixing the data within each column of the State array 

4. Adding a Round Key to the State. 

 

V. SUBBYTES TRANSFORMATION 

The SubBytes transformation is a non-linear byte substitution that operates independently on each byte of the State 

using a substitution table (S-box). There are two approaches to implement the sub byte transform. One is by using 

look up table (LUT) to get the sub byte value for each input; the other is to calculate the sub byte value by 

mathematical equations. Due to all the operations are in finite field GF (2
8
), there are 256 different sub byte values 

in total. All the values can be stored in a ROM as a table. When sub byte is in process, the   replacement of original 

value is achieved by look up this table in rom. Therefore, sub byte with LUT is simple to design. If we think of one 

value only, the calculation method of the transform is slower than the LUT one. However, considering multiple 

values transform, only one value can be found by LUT at each time which is not suitable for mass data transform. 

Although multiple tables can be designed in the system, the resource cost is excessive. On the other hand, 

calculating method is more suitable for mass values transform. Taking vantage of pipeline structure, registers can 

easily be introduced between logic gates which means as long as the pipeline is full, the transform results can be 

received continuously at each clock cycle. 

In matrix form, the affine transformation element of the S-box can be expressed as: 

 

TYPES 

KEY 

LENGTH 

(Nk words ) 

BLOCK 

SIZE 

(Nb words) 

NUMBER OF 

ROUNDS 

(Nr) 

AES-128 4 4 10 

AES-192 6 4 12 

AES-256 8 4 14 
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The S-box used in the Subbytes() transformation is presented in hexadecimal. For example, if=1,1 x {53}, then the 

substitution value would be determined by the intersection of the row with index „5‟ and the column with index „3‟. 
Table 2.  S-box values (In hexadecimal) 

 

 
 

Fig 2. Sub Bytes Transformation 

 

VI. SHIFTROWS TRANSFORMATION 

ShiftRows is a simple shifting transformation. First row of the state is kept as it is, while the second, third and fourth 

rows cyclically shifted by one byte, two bytes and three bytes to the left, respectively. In the InvShiftRows, the first 

row of the State does not change, while the rest of the rows are cyclically shifted to the right by the same offset as 

that in the ShiftRows. In the Shift Rows transformation, the bytes in the last three rows of the State are cyclically 

shifted over different numbers of bytes (offsets). The first row is not shifted at all the second row is shifted by one 

the third row by two, and the fourth row by three bytes to the left. It is a transposition step on the row of the state 

where each row of the state is shifted cyclically by a certain number of steps. The first row (row 0) is unaltered. The 

second row (row 1) is shifted by one byte, the third row is shifted by two bytes and the final row is shifted three 

bytes. 

It also ensures that each byte in each row does not interact solely with their corresponding bytes. There are two 

schemes to execute the ShiftRows block. The first one is shown in Fig 3 where a mod 4 counter and two 128-bit 

registers are used. Each of E0 to E15 stands for 8-bit data element. 
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Fig 3.  ShiftRows Transformation 

 
Fig 4.  Shift rows block using a counter 

The data comes into the ShiftRows block in the form of 32 bits and thus it takes 4 clock cycles to get one set of data. 

It requires a mod 4 counter to identify which column is coming into the ShiftRows block so that the first column can 

be marked as 00, the second one as 01, and so on. The data comes into the Register 1 in 4 clock cycles. In the fifth 

clock cycle, the elements in register 1 would be put into the corresponding position in register 2 according to the 

principle of ShiftRows.  At the same time (the fifth clock cycle) first 32 bits of next 128-bit data would be read into 

E0-E3 again. At the sixth clock cycle, first 32 bits of the register 2 can be taken out. In general, there need 4 clock 

cycles to put data into register 1, 4 clock cycles to get out of data from register 2, 1 cycle for “shifting”, and 6 clock 

cycles latency to get the first 32 bit output. So the counter is not only for identifying the data but also for notifying 

the registers to get in and output data and shift. 

 

VII. MIXCOLUMNS TRANSFORMATION 

Mix Columns a mixing operation which operates on the columns of the state, combining the four bytes in each 

column. Mix Columns can be expressed as modular multiplication with constant polynomials and constant matrix 

multiplication. We merged the two circuits (MixColumns) into one because inverse MixColumns matrix contains a 

full MixColumns matrix. Through matrix manipulation it is possible to show that the inverse MixColumn is just 

addition (XOR) of MixColumns and element matrices. In this merged version, the numbers of XOR logic gates are 

decreased by 2/3 (from 592 XORs to 195 XORs) with only 2 XOR gates of additional delay. But the question is 

whether this additional delay is affordable with our high throughput part of fully unrolled version of AES. The 

comparison shows that the normal MixColumns and inverse MixColumns in separate gives 15% less delay with 

consuming 30% more area. Therefore it is easy to decide to use this merged version. 

 
Fig 5.  MixColumns Transformation 
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VIII. ADDROUNDKEY TRANSFORMATION 

In this block each byte of states is combined with the subkey where each subkey is derived from the cipher key 

using key schedule. The subkey and the state are of the same size. The subkey is added by combining each byte of 

the state with the corresponding byte of the sub key through bitwise XOR manipulation. In the Add Round Key 

transformation, a Round Key is added to the State by a simple bitwise XOR operation. Each Round Key consists of 

Nb words from the key schedule. Those Nb words are each added into the columns of the State, such that [wi] are 

the key schedule words, and round is a value in the range 0 round Nr. In the Cipher, the initial Round Key addition 

occurs when round = 0, prior to the first application of the round function. The application of the Add Round Key 

transformation to the Nr rounds of the Cipher occurs when 1<round <Nr. The action of this transformation is 

illustrated in Fig. 3.6, where l = round * Nb. 

 
Fig 6.  Add Round Key Transformation. 

 

IX. KEY EXPANSION 

128 bit key is taken as input in this block and expanded for all the rounds and stored .The keys are then used for 

every round. Key schedule part is dependent on the sub bytes. The sub byte is calculated both using composite filed 

and LUT (look up table) method. The LUT is definitely not area efficient rather time efficient whereas the 

composite field sub bytes technique is just opposite. The area delay curve comes up with the right solution to be 

chosen. Without making any decision beforehand on which key expansion should be used, both the key expansion 

have been used in the core AES in different combination with different sub bytes. This makes it easy to analyze the 

performance of each combination. The key expansion in total takes 12 clock cycles to be completed but data 

encryption is possible to start right after 4th cycle because of the availability of first few round‟s keys. All the 

statistics are shown in table 3. 
Table 3. The Statistics of Key Expansion Block 

 
 

X. PIPELINING 

Basically pipelining means to process the data that is given as input in a continuous manner without having to wait 

for the current process to get over. This pipelining concept is seen many processors. In the architecture in figure the 

register are used to store the current output of the round that is being executed. Now instead of passing the output 

of each round to the  passed at current round‟s value is stored in the next input to current round can directly be given 

as soon as the current output is obtained. And the input to next round is given from the register thus avoiding a 

direct contact between the two rounds. This is not possible in the iterative looping architecture because the next 

input can be given only when the whole round based processing is over since the same hardware is used over again 

in the process of obtaining the cipher text. Thus, the pipelined architecture increases the speed of execution for 

obtaining the chipper text but at a cost of increased hardware. In the substitute bytes we use a look up table based 

S-box. This contributes for the some of the hardware in the form of block RAMs. With the help of a search based 

look up table (LUT) we can reduce the hardware cost to a considerable extent.  The need for Number of block 

RAMs which are important resources in any chips are completely eliminated when a search based S-box is used in 

AES pipelined algorithm. There is 2% consumption of block RAMs in iterative architecture without search based 

s-box and AES pipelined architecture on a vertex 5 board. Also the Number of fully used Bit Slices is substantially 

reduced in AES pipelined architecture with a search based memory which is even lower than in the iterative 
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architecture.  The input/output device utilization is constant in all the three architectures. All other devices such as 

slice registers, flip-flops and LUTs are understandably lower in case of iterative architecture. Thus with the help of 

search based s-box in AES pipelined algorithm some of the key resource utilization is reduced. Trade-off between 

iterative architecture and pipelined architecture and at the same time ensuring the tremendous throughput as in 

pipelined feature. 

 

XI. SUB PIPELINING 

 
Fig 7. Waveform for normal code-no delay at all 

As you can see, the normal code is implemented by connecting 3 multipliers in a cascaded fashion with a flip flop 

at the end stage. For the pipelined code, we have flip flops after each multiplier. What does this mean? The extra 

flip flops reduce the delay through the combinatorial logic and hence pipelined code can operate at a higher 

frequency than the normal code. 

 
Fig 8. Waveform for pipelined code-3 clock cycle delay 

The 'normal' code takes less time to write and is mostly straight forward. But if you want your design to offer the 

highest speed possible, you have to think out of the box! The 'pipelined' code is little bit complicated to write. In 

this case we had to use case statements and a for loop to implement a small equation. But it gives higher speed. In 

large projects pipelined designs are very important for some blocks since it may act as a bottleneck for the 

performance of the whole design. They introduce a small number of delay between input and output, in terms of 

clock cycle. For instance we have 3 stages in the pipelined code and hence the output comes only after 3 clock 

cycles, after the input is applied. 
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XII. RESULTS 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

XIII. CONCLUSION 

The detail analysis on using different SBox method has made the decision easy to follow the right one. The speed 

has been increased substantially through sub pipelining in the Sub Bytes block. In the ShiftRows part, 

comparatively simpler method is followed to implement. However, further research can be done to implement it by 

using an improved shift-register. Pipeline and sub-pipeline structure has increased the maximum frequency 

significantly. The average delay in pipeline should be controlled by sub-pipelining to reduce the maximum delay to 

average latency time. In this project, the maximum frequency increased from 35.411 MHz to 103.061MHz by 

inserting 4 registers. Therefore, taking the vantage of pipeline design AES can be implemented in FPGA for high 

throughput purpose. Comparing with a design without sub-pipeline, the sub-pipeline design improves the 

performance remarkably. 
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